
2. Worm

1. Ransomware
It's aim is to block the user from gaining access to their files. It
completes this by encrypting your data. (Essentially it changes the
data into a code you have no idea how to unlock.) The only way to
get your files back is to pay a ransom. However, it is more likely that
you have lost them forever. This is why taking a backup of your files
in a separate location is so important. 

  EXPLAINEDEXPLAINED
INFECTION TYPES

One of the most favoured malware among hackers. This is because
they can target a whole company (or certainly a large number of
people in a company), purely with the infection of one machine.
Once the worm is implanted in your machine, it replicates itself and
uses the network to spread further. Either it will modify and delete
files, or it will inject additional malicious software onto your system.

3. Keylogger
This is a very popular reference in film. Once installed its aim is to
record all of the keystrokes you make. It records and sends this
data straight to the hacker.

4. Trojan Horse
Much like the tale, the Trojan Horse disguises itself as a safe
program to breach your systems. It may be a software you really
like the sound of, and it might seem extremely popular. However,
when installed it reveals it's true self and causes mayhem. Either
deleting data, blocking data or spying on your sensitive information.

5. Adware & Spyware
Also very popular in film. (Die Hard 4) It is installed to cause pop
ups on your screen. Potentially in a flurry of random nasty websites
and image ads. Or random pop ups that appear all over your screen
and are therefore hard to avoid. Spyware, as it's name suggests this
malware is used to view information. Relaying your important data
to another person for them to use how they wish. (Usually for
purchasing items online.)

Contact us if you are worried you may have suffered a breach:
01243 773113, alternatively read more on IT security by visiting our
blog page...
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